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The objective of this document is to provide you, our patient, with clear information on how your
personal information is collected and used within the practice. Occasionally we also need to share
your personal information to involve others in your healthcare and this policy outlines when, how, and
why we share your information.

Who can | contact about this policy?
For enquiries concerning this policy, you can contact EMC Practice Management

Email: admin@evattmedicalcentre.com.au

Phone: 0261280753

When and why is your consent necessary?

When you register as a patient of this practice, you provide consent for the GPs and practice staff to
access and use your personal information to facilitate the delivery of healthcare. Access to your
personal information is restricted to practice team members who require it for your care. If we ever
use your personal information for purposes other than outlined in this document, we will obtain
additional consent from you.

It is important to us that as our patient, you understand why we collect and use your personal
information.

By acknowledging this Privacy Policy you consent to us collecting, holding, using, retaining and
disclosing your personal information in the manners described below.

Why do we collect, use, store, and share your personal

information?

The practice collects, uses, stores, and shares your personal information primarily to manage your
health safely and effectively. This includes providing healthcare services, managing medical records,
and ensuring accurate billing and payments. Additionally, we may utilise your information for internal
quality and safety improvement processes such as practice audits, accreditation purposes, and staff
training to maintain high-quality service standards.

What personal information is collected?
The information we will collect about you includes your:

e names, date of birth, addresses, contact details

e medicalinformation including medical history, medicines, allergies, and adverse reactions
immunisations, social history, family history and risk factors

e Medicare number (where available) for identification and claiming purposes
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e healthcare identifier numbers
e health fund details.

Can you deal with us anonymously?
You can deal with us anonymously or under a pseudonym unless it is impracticable for us to do so or
unless we are required or authorised by law to only deal with identified individuals.

The Privacy Act requires patients to be provided with the option of not identifying themselves, or of
using a pseudonym, when dealing with a practice unless it is impracticable to do so. Information
about this should appear in the practice privacy policy.

The Privacy Act 1988 requires practices to consider whether it is practical to give patients the option of
not identifying themselves, or using a pseudonym. However, practices do not have to deal with
patients anonymously or pseudonymously. The OAIC website provides further information in this
topic here.

How is personal information collected?
The practice may collect your personal information in several different ways:

When you make your first appointment, the practice team will collect your personal and demographic
information via your registration.

We may also collect your personal information when you visit our website, send us an email or SMS,
telephone us, make an online appointment, or communicate with us using social media.

In some circumstances, personal information may also be collected from other sources, including:

e Your guardian or responsible person.

e Otherinvolved healthcare providers, such as specialists, allied health professionals,
hospitals, community health services, and pathology and diagnostic imaging services.

e Your health fund, Medicare, or the Department of Veterans’ Affairs (if relevant).

o  While providing medical services, further personal information may be collected via:

e electronic prescribing

e My Health Record

e online appointments.

Various types of images may be collected and used, including:

e CCTV footage: Collected from our premises for security and safety purpose

¢ Photos and medical images: These can be taken using personal devices for medical
purposes, following the guidelines outlined in our guide on using personal devices for medical
images.

Use of Personal Devices for Medical Images;
Purpose
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At Evatt Medical Centre, capturing and storing medical images is typically done using practice-issued,
secure devices. Use of personal devices (such as smartphones, tablets, or cameras) by clinicians is
rare and not routine. This policy ensures compliance with the Privacy Act 1988 (Cth) and the
Australian Privacy Principles (APPs).

1. Consent
o Explicitinformed consent must be obtained from patients before any clinical images are taken
using a personal device.
o Patients must be informed of the purpose of the images, how they will be used, and who will
have access.
e Consent must be documented in the patient’s medical record.

2. Security and Storage

o Personal devices must be secured with strong passcodes or biometric authentication.

e Clinicalimages must only be temporarily stored on personal devices. Images must be
transferred promptly to the centre’s secure electronic medical record (EMR) system or
approved storage, after which they must be deleted from the personal device.

e Anytransmission of images from personal devices must use secure, approved methods (e.g.,
encrypted email or secure file transfer).

3. Privacy and Confidentiality
¢ Clinicians must always maintain patient confidentiality, consistent with APP 6 (use or
disclosure of personal information) and APP 11 (security of personal information).
¢ Clinicalimages must never be shared with colleagues, family, friends, or on social media
without patient consent.
e Anybreach, loss, or unauthorized access must be reported immediately to the Centre’s
Privacy Officer.

4. Use of Personal Devices in Rare Circumstances

e Personal devices should only be used when no approved practice device is available and
capturing the image is clinically necessary.

e The clinician must document the reason for using a personal device in the patient’s record.

e Allimages captured on personal devices must be transferred to the practice’s secure EMR
system immediately and deleted from the personal device as soon as possible.

e Clinicians must follow all other security, privacy, and consent requirements outlined in this
policy.

5. Device Management and Separation
e Personal devices used for clinical purposes should have a separate folder or app for clinical
images to reduce risk of accidental sharing.
o Clinicians are encouraged to regularly review and securely delete clinical images that are no
longer required.

6. Compliance and Oversight
e Use of personal devices for clinical photography is rare and not standard practice, and
clinicians should use practice-issued devices whenever possible.



e The Centre may audit the use of personal devices to ensure compliance with privacy, security,
and legal obligations.

Reference
¢ Royal Australian College of General Practitioners (RACGP), Using personal mobile devices for
clinical photos.
e Office of the Australian Information Commissioner (OAIC), Australian Privacy Principles
Guidelines.

Compliance with Privacy Obligations

We will always comply with privacy obligations when collecting personal information from third-party
sources. This includes:

o Transparency: Ensuring patients are informed when their information is collected from third
parties.

e Consent: Obtaining necessary consent from individuals where required.

¢ Data Minimisation: Collecting only personal information that is reasonably necessary for our
services.

e Accuracy: Keeping personal information up-to-date and accurate.

e Security: Implementing strong security measures to protect personal information from
misuse, interference, loss, or unauthorised access.

o Specified Purposes: Using personal information only for the purposes for which it was
collected.

2. Verifying Third-Party Compliance

We will always comply with privacy obligations when collecting personal information from third-party
sources. This includes ensuring transparency with patients, obtaining necessary consents,
maintaining data accuracy, securing the information, and using it only for specified purposes.

3. Access and Correction
Individuals have the right to access their personal information and request corrections. Our staff are
trained to facilitate these rights promptly and transparently.

4. Staff Training
All members of our practice team receive regular education and training on privacy practices,
including handling information obtained from third parties.

5. Updates to this Policy
We may update this policy from time to time. Patients will be notified of significant changes, and the
most current version will always be available on our website and at our practice.

When, why and with whom do we share your personal

information?
We sometimes share your personal information:



e with third parties for business purposes, such as accreditation agencies or information
technology providers — these third parties are required to comply with APPs and this policy

e with other healthcare providers (e.g. In referral letters,)

e whenitisrequired or authorised by law (e.g. court subpoenas)

¢ whenitis necessary to lessen or prevent a serious threat to a patient’s life, health or safety or
public health or safety, or it is impractical to obtain the patient’s consent

e to assistin locating a missing person

e to establish, exercise or defend an equitable claim

o forthe purpose of confidential dispute resolution process

o Whenitis a statutory requirement to share certain personal information (e.g. some diseases
require mandatory notification)

o Whenitis provision of medical services, through electronic prescribing, My Health Record, My
DHR (e.g. via Shared Health Summary, Event Summary).

Only people who need to access your personal information will be able to do so. Other than providing
medical services or as otherwise described in this policy, the practice will not share personal
information with any third party without your consent.

We do not share your personal information with anyone outside Australia (unless under exceptional
circumstances that are permitted by law) without your consent.

Will your information be used for marketing purposes?

The practice will not use your personal information for marketing any goods or services directly to you
without your express consent. If you do consent, you may opt out of direct marketing at any time by
notifying the practice in writing.

How is your information used to improve services?

The practice may use your personal information to improve the quality of the services offered to
patients through research, analysis of patient data for quality improvement and for training activities
with the practice team

We may provide de-identified data to other organisations to improve population health outcomes. If
we provide this information to other organisations patients cannot be identified from the information
we share, the information is secure and is stored within Australia. You can let reception staff know if
you do not want your de-identified information included.

At times, general practices are approached by research teams to recruit eligible patients into specific
studies which require access to identifiable information. You may be approached by a member of our
practice team to participate in research. Researchers will not approach you directly without your
express consent having been provided to the practice. If you provide consent, you would then receive
specific information on the research project and how your personal health information will be used, at
which point you can decide to participate or not participate in the research project.

How are document automation technologies used?



Document automation is where systems use existing data to generate electronic documents relating
to medical conditions and healthcare.

The practice uses document automation technologies to create documents such as referrals, which
are sent to other healthcare providers. These documents contain only your relevant medical
information.

These document automation technologies are used through secure medical software Best Practice
Software.

All users of the medical software have their own unique user credentials and password and can only
access information that is relevant to their role in the practice team.

The practice complies with the Australian privacy legislation and APPs to protect your information.

All data, both electronic and paper are stored and managed in accordance with the Royal Australian
College of General Practitioners Privacy and managing health information guidance.

How are Artificial Intelligence (Al) Scribes used?
The practice uses an Al scribe tool to support GPs take notes during their consultations with you. The
Al scribe uses an audio recording of your consultation to generate a clinical note for your health
record. The practice Al scribe service is Heidi Health, LyreBird Health.

Heidi Health, LyreBird Health:

e does not share information outside of Australia.
e destroys the audio file once the transcription is complete.
e removes/retains sensitive, personal identifying information as part of the transcription

The practice will only use data from our digital scribe service to provide healthcare to you.

Use of Artificial Intelligence (Al) Scribes

Evatt Medical Centre may consider using commercially available artificial intelligence (Al) tools, such
as Al scribes, to assist with documentation and clinical workflows.

We acknowledge that Al scribes carry potential privacy and security risks. Before deploying these
tools, we carefully assess:

¢ The provider’s compliance with privacy and security obligations
e How patient information is collected, processed, and stored
e The accuracy and reliability of Al-generated outputs

Patient Choice

Patients have the right to opt out of the use of Al scribes in their consultations. If you prefer that an Al
tool, not be used in recording or processing your personal or health information, please inform your
treating clinician.
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RACGP Guidance
Our practice follows the RACGP guidance on Al scribes to ensure safe, compliant, and ethical use of
Al in clinical documentation.

How is your personal information stored and protected?
Your personal information may be stored in various forms.

Electronic Medical Records (EMR): Evatt Medical Centre uses a secure clinical software Best Practice
to store all consultation notes, pathology results, and treatment history and all other incoming health
records for a patient.

Encrypted Backups: Electronic data is backed up daily, often to secure cloud-based systems or offsite
locations, to prevent loss from system failures or cyber-attacks.

Secure Physical Files: If paper records exist, they must be kept in locked filing cabinets or secured
rooms with restricted access.

Retention Periods: Centres must generally keep adult records for 7 years from your last visit and until
a child turns 25 years old.

The practice stores all personal information securely.

Personal data in electronic format is typically held in protected information systems that use multiple
layers of digital security:

Access Control: Access is restricted to authorised staff on a "need-to-know" basis, often requiring
Multi-Factor Authentication (MFA) and strong, unique passwords or passphrases.

Encryption: Data is often encrypted both "at rest" (stored in databases/on servers) and "in transit"
(when sent between devices or externally via secure messaging like Argus or HealthLink).

Network Protections: Protected systems use firewalls and antivirus software to block external threats,
alongside intrusion detection systems to monitor for suspicious activity.

Audit Logging: Information systems maintain audit trails that record which staff member accessed or
modified a specific record and when, ensuring accountability.

Secure Backups: Encrypted copies of data are stored in separate, often off-site or cloud-based
locations, to ensure information can be recovered after a disaster.

How can you access and correct your personal information at the

practice?
You have the right to request access to, and correction of, your personal information.

The practice acknowledges patients may request access to their medical records.



For all Clinical Records request, all patients 14years and above must sign a consent for to have their
files transferred.

Patients who are under the age of 14years or who have an appointment carer, representative will
require their Parents/Guardian/Representative to sign a consent form on their behalf.

Patient can either complete a consent from with our centre or can complete with their New or
previous centre and have the consent for either, Faxed, Emailed, posted or dropped into the centre.

The practice will respond to any requests to access or correct your personal information within 2 days
of receiving the request.

The practice will take reasonable steps to correct your personal information where the information is
not accurate or up to date. Sometimes, we will ask you to verify your personal information held by the
practice is correct and current. You may request we correct or update your information. To do this
please contact via email to our practice manager at info@evattmedicalcentre.com.au.

How can you lodge a privacy-related complaint, and how will the

complaint be handled at the practice?

We take complaints and concerns regarding privacy seriously. You should express any privacy
concerns you may have. We will then attempt to resolve it in accordance with the resolution
procedure.

Contacting our centre:
If you have a privacy or information-handling complaint, you can contact our Practice Manager using
any of the following methods

Subject: ATTENTION Practice Manager
Email: info@evattmedicalcentre.com.au
Adress: 8 McClure Street, Evatt, 2617
Phone: 0261280753

Acknowledgment of Complaints
All complaints will be acknowledged within 48 hours of receipt.

Investigation and Resolution
The practice aims to investigate and respond to complaints within 14 business days. If additional time
is required, we will notify you of the expected timeframe

If you do not feel we have resolved your issue You may also contact the Office of the Australian
Information Commissioner. The Office of the Australian Information Commissioner will require you to
give them time to respond before they investigate. For further information visit www.oaic.gov.au or
call the OAIC (Office of the Australian Information Commissioner) on 1300 363 992.

ACT Health Directorate: Responsible for public hospitals, community health services, and public
health initiatives in the Australian Capital Territory. Website: https://www.health.act.gov.au Contact:
+61 262051700
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ACT Ombudsman (for Health Complaints) The ACT Ombudsman handles complaints about ACT
Government agencies, including health services. Website: https://www.ombudsman.act.gov.au
Phone: 1300 362 072

At Evatt Medical Centre any personal information you share with us through website, email, and social
media, is handled securely and confidentially. This practice uses analytics and cookies.

Policy review statement
Our privacy policy is regularly reviewed to ensure compliance with current obligations.
If any changes are made:

e Theywill be reflected on the website.
e Significant changes may be communicated directly to patients via email or other means.
Please check the policy periodically for updates. If you have any questions, feel free to contact

us.
Record of Policy Development and Review
Policy Code Version Status (Draft/Released)
Evatt 007 1 Released
2 Released
Person Responsible Date Last Updated Next Review Date
Principal Doctor 28.03.2026 28.03.2028
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